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NTUC HEALTH FOR LIFE FUND LTD.
PERSONAL DATA PROTECTION ACT (PDPA) POLICY

DEFINITIONS

“HLF" or "charity” refers to NTUC Health for Life Fund Limited.
“ARC” refers to the Audit and Risk Committee of HLF.

“DPO” refers to the Data Protection Officer of HLF.

“PDPA” refers to the Personal Data Protection Act.

“PDPC” refers to the Personal Data Protection Commission.

“Data Users” refers to HLF's staff, contractors, other third parties, subsidiaries and affiliates who
generate, acquire, use, transfer, store and manage personal data and information assets.

“Data” refers to facts, figures, or other outputs from devices that are represented in a format
suitable for processing by a computer.

“Information” refers to the combinations of data that provide value or inherently have value. As
an example, a contact number, by itself, is generally of little value by itself. When combined with
the corresponding enterprise name and product offering, the number then has significant value
and can be considered an asset to the party that possesses the information.

“Information Systems” refers to IT applications, IT infrastructure and data and information assets
(i.e. hardcopy and digitised data) that HLF uses, processes, and stores using those systems.

“Personal data” refers to data and/or information assets, whether true or not, about an individual
who can be identified from that data, or from that data and other information to which an
organisation has or is likely to have access. These data can range from names, NRIC numbers,
contact numbers, addresses and images to other types of data that do not directly identify an
individual on its own but form a part of an accessible record about an individual.

“Processing” refers to any operation or set of operations that are performed on personal data or
sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction.



(s

Halth, for Life

FUND Personal Data Protection Act (PDPA) Policy

2.0

3.0

“Data Intermediaries” refers to an organisation that processes personal data on behalf of HLF.

“Policy” refers to this Personal Data Protection Act Policy.

INTRODUCTION

The PDPA governs the collection, use, disclosure and care of individuals’ personal data by
organisations in a manner that recognises both the right of individuals to protect their personal
data and the need of organisations to collect, use, disclose and care of personal data for purposes
that a reasonable person would consider appropriate in the circumstances.

POLICY

The Policy defines the required components for HLF’s personal data and information assets to be
retained, taking into account their legality, value, sensitivity and criticality to the charity.

3.1 Objective

This Policy aims to ensure that all Data Users are fully aware of and comply with the PDPA
requirements. This document defines the key data protection requirements. It sets forth the
minimum requirements governing the collection, usage, disclosure, storage or destruction of such
personal data and information assets.

3.2 Owner

The DPO will be the owner of the PDPA Policy and held accountable for the overall management
and protection over the access of personal data. The DPO will act as the first point of contact for
all matters related to the PDPA Policy. The Policy will have to be reviewed at least annually, or as
needed.

3.3 Applicability
The Policy applies to information systems, including IT applications, IT infrastructure and data and
information assets (both hardcopy and digitised data) that HLF uses, processes, and stores using

those systems. Likewise, the Policy applies to the business processes and procedures of the
organisation regarding personal data and information storage and retention.

34 Terminology and Interpretation

The following words have a specific meaning in the context of the PDPA Policy and subordinate
documents.
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Words

Meaning

|”

“must” or “wil

It is mandatory to implement the action defined in the requirement.

“must not” or “will
not”

The action defined in the requirement is absolutely prohibited.

“should”

It is mandatory to implement the action defined in the requirement,
unless there is a business justification not to implement it, or it is
currently a technology impossibility to implement it.

“should not”

The action defined in the requirement is prohibited, unless there is a
business justification to allow it, or it is currently a technological
impossibility to omit it.

4.0 PDPA OBLIGATIONS AND REQUIREMENTS

The PDPA requires HLF to comply with ten (10) personal data protection obligations that specify
the standards to be met when processing personal data. Furthermore, the PDPA has additional
requirements requiring the charity to check the Do Not Call Registry when attempting to contact
(i.e. phone call, SMS, or fax) an individual for which consent has not been sought; and these
obligations should be adhered to by Business Representatives, Data Custodians and Data Users
when the processing of personal data and information assets as follows:

PDPA Obligation and
Requirements

Description

1. Consent
Obligation

The consent obligation requires HLF to:

e Obtain consent to collect, use or disclose individuals’ personal
data; and

e Allow individuals to withdraw consent

Therefore:

e Through the DPO, ensure that appropriate consent clauses have
been drafted to support the collection, usage, disclosure or
storage activity.

e Collect and store the appropriate consent clauses agreed upon by
the individual.

e Prior to performing any activities relating to the collection, usage,
disclosure or storage of personal data, appropriate consent must
be sought from the individual.

e There is a need to cease collecting, using, or disclosing personal
data when the individual has withdrawn his/her consent.

e Work with the DPO to ensure that in the course of providing a
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service or product, an individual must not be required to consent
to the collection, use, disclosure or storage of his / her personal
data beyond what is reasonable to provide the product or service.

For example:

e Obtain consent for marketing purposes through a checkbox.

e Contact the individual and confirm the consent in writing where
the customer has provided verbal consent.

Charities should minimally state and comply with the purpose for
collecting, using and disclosing personal data.

Consent should be requested and provided to individuals. There are
five types of consent for this purpose: Expressed Consent, Deemed
Consent, Withdrawal Consent, Dynamic Consent and Invalid Consent.

2. Purpose Limitation
Obligation

The purpose limitation obligation requires HLF to:

e Not make customers consent to the collection, use, disclosure, or
storage of their personal data beyond what is reasonable to
provide the product or service; and

e Collect, use or disclose personal data only for the purposes for
which consent was obtained.

Therefore, it is required that the collection, usage, disclosure or
storage of personal data is based on the reasonable purposes for which
an individual has given his/her consent.

For example:

e Stating that personal details are required to provide the stated
services.

e Stating that personal data might be transferred to third parties in
the event of any reorganisation, merger, sale, joint venture,
transfer, or deposition of all or any portions of the operation.

3. Notification
Obligation

The notification obligation requires HLF to notify individuals of the
purposes for collecting, using, disclosing, or storing their personal data.
Therefore:

e The Policy Owner must be informed of new collection, usage,
disclosure or storage activities relating to personal data to align
processes to meet PDPA requirements.

e Individuals must be notified of the purposes for which personal
data will need to be collected, used, disclosed or stored before or
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during the collection of the consent.
For example:

e Notifying individuals through web forms.
e Notifying individuals through order forms

4. Access and
Correction and

The access and correction obligation require HLF to:

Obligation e Upon request, provide individuals with their personal data and the
ways in which their personal data were collected, used or disclosed
in the past year; and

e Correct any error or omission in individuals’ personal data upon
their request.

Therefore:

e Upon request by an individual, inform and work with the ARC to:

o Disclose the personal data declared to HLF; and
o Disclose any usage of his/her personal data on activities
that had occurred in the past year.

e Upon request by the individual, correct any error or omission in an
individual's personal data.

e To comply with PDPA requirements, work with the DPO to ensure
that all access and correction requests are provided within 30
calendar days of receiving the request.

e Where there might be a perceived considerable effort involved in
fulfilling the access request, work with the ARC in estimating the
cost involved.

5. Accuracy The accuracy obligation requires HLF to make a reasonable effort to

ensure that the personal data collected is accurate and complete.

Therefore, there is a need to conduct appropriate checks before
collecting, using, disclosing, or storing to ensure that personal data
collected or provided is reasonably accurate and complete.

6. Protection
Obligation

The protection obligation requires HLF to put in place reasonable
security arrangements to protect personal data from unauthorised
access, collection, use, disclosure, storage and similar risks.

Therefore:

e Adherence to the Data Classification Policy and Data Access
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Management Policy is necessary to ensure that personal data is
appropriately classified with appropriate data access management
controls and standards.

e Data Custodians should refer to the NE Digital Cybersecurity Policy
to ensure that corresponding controls related to the Data
Classifications are applied consistently.

7. Retention
Limitation Obligation

The retention limitation obligation requires HLF to cease retention or
anonymise personal data when it is no longer necessary for any
business or legal purposes.

Therefore:

e There is a need to set appropriate retention limitations on
personal data based on the limits defined in the Data Retention
Policy to comply with PDPA requirements.

e Cease retention of personal data or remove the personal data
through means of anonymisation or pseudonymisation defined in
the Data Retention Policy when these personal data are no longer
required.

8. Transfer Limitation
Obligation

The transfer limitation obligation requires HLF to ensure that the
standard of protection accorded to personal data is comparable to the
PDPA when it is transferred overseas.

Therefore:

e |t is expected that personal data should not be transferred to
another country or entity unless explicit approval has been sought
and received from the ARC, Data Custodian, and/or Policy Owner.

e Work with the ARC, Data Custodian and/or Policy Owner to ensure
that an appropriate Data Processing Agreement has been put in
place before transferring Personal Data to another country or
entity. This will enhance the standard of protection over personal
data to be comparable to PDPA requirements.

e Adhere to the Data Access Management Policy and ensure that
personal data is not shared with unauthorised individuals.

9. Data Breach
Notification
Obligation

The data breach notification obligation requires HLF to assess whether
adata breachis reportable, and, when necessary, perform the relevant
reporting.

10. Accountability
Obligation

The accountability obligation requires HLF to be accountable for the
protection of personal data.

Therefore:
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l. Whenever necessary, work with the DPO to update the
personal data protection notification.

. Be accountable for collecting, using, disclosing or storing
personal data and ensure that they comply with the PDPA
Obligations.

[l. Be accountable towards the management and protection of
personal data within HLF.

V. Be accountable and report personal data breaches to the DPO,
Data Custodian and/or Policy Owner.

V. Work with the DPO, Data Custodian, and/or Policy Owner to
ensure appropriate safeguards are in place to protect personal
data.

Policies for data protection/privacy should be developed and
implemented. These policies should be communicated and practised
by their staff.

Charities may need to consider implementing appropriate governance
controls to manage data and their third parties.

11. Data Portability

The data portability obligation requires HLF to transmit an individual’s
personal data in a readable form when requested by the individual.

Therefore:

l. Ensure secure methods are used when transmitting data to
another organisation or individual.

. Work with the DPO/Policy Owner to ensure that a process has
been put in place to respond to data porting requests within
20 working days.

12. Do Not Call (DNC)
Registry

The DNC provisions prohibit organisations from sending certain
marketing messages to Singapore telephone numbers, including
mobile, fixed-line, residential and business numbers registered with
the DNC Registry.

Therefore, there will be a need to work with the DPO to check on the
DNC Registry when contacting an individual via a phone call, SMS, or
fax, for which appropriate consent has not been obtained.

Staff of HLF can contact the individual without the need to check the
DNC Registry should prior consent be given.

Consent is also not necessary should there be a need to respond to an
emergency that threatens the life, health or safety of the individual or
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another individual, or if the personal data is publicly available.

Corresponding guidelines to the above obligations can be found in the advisory guidelines
released by the Personal Data Protection Commission at -
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Advisory-Guidelines/AG-on-Key-
Concepts/Advisory-Guidelines-on-Key-Concepts-in-the-PDPA-1-Feb-2021.pdf?la=en

It is a requirement under the PDPA for HLF to comply with the above ten (10) obligations and
two (2) requirements on Data Portability and the Do Not Call Registry, in addition to registering
at least a DPO representative for each of the business entity/vehicle that operates in Singapore.

CATEGORIES OF PERSONAL DATA

HLF should define the type of personal data that they hold. This will allow the readers of the PDPA
Policy to be aware of the defined categories of Personal Data. The following categories are
examples of personal data that HLF may hold:

e Donors

e Employees:
o Permanent staff
o Temporary and contract staff
o Resigned staff
o Volunteers

e Job Applicants:
o New job applicants
o Prospective job applicants
o Rejected job applicants

e Others:
o Employees of vendors and suppliers
o Visitors to HLF’s premises

PDPA GOVERNANCE

To ensure continuous enhancements of business processes to comply with existing and/or new
PDPA requirements, the DPO will work on the following:

To receive and respond to complaints that may arise concerning the application of the PDPA,;
To receive and respond to requests for access and correction to information;

To work with the DPO regarding the governance of personal data;

To work with legal to comply with PDPA legislation requirements;
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e To communicate, both internally and externally, on HLF’s policies and practices, as well as
other PDPA-related matters; and

e Todesign and conduct awareness training on personal data protection for all new and existing
employees, and external parties like temporary/contract staff and volunteers via various
training platforms and methods.

7.0 GENERAL OFFENCES AND PENALTIES OF PDPA

The PDPC s the designated authority responsible for overseeing the PDPA. The PDPC may provide
the following directions when HLF has been deemed to be found non-compliant with the PDPA

provisions:

e To stop collecting, using or disclosing personal data in contravention of the PDPA;

e To destroy personal data collected in contravention of the PDPA;

e To comply with any direction of the PDPC; and

e To pay a financial penalty of such amount not exceeding 10 percent of annual gross turnover

or $1 million (whichever is larger) as the PDPC deems fit.

The Commissioner’s decisions are published on the PDPC’s website for public viewing. Therefore,
Data Users should ensure that the usage of personal data should comply with the PDPA
obligations to avoid causing any reputational damage to the enterprise.

Last updated: 27 October 2023
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